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How to install the CD - certificate for
payments through the e-banking service from
Stopanska banka AD - Skopje.

Dear clients, thank you for choosing the e-banking service for managing your personal and business
finance. The service offers you option to overview your account balances and banking product statuses
as well as an option to execute different types of payments in foreign and domestic currency as well as
make fund transfers from your accounts.

For the advantages and opportunities provided by the e-banking service from Stopanska banka AD —
Skopje, the payment schedules and fees the details are provided on the web site of the Bank.

ATTENTION: The CD certificate that you have been given is solely intended for execution of payments
and fund transfers from your accounts. If you only wish to follow the account balances it is not
necessary to install the CD certificate. The account balance overview is available simply by logging into
the e-banking service with your unique username and password.

Additionally, you can install the certificate on more than one computer; however for increased safety
avoid installing it on public computers and be careful to install it on your private computers or on
computers where you regulate the access.
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WIZARD FOR INSTALLATION OF THE CD CERTIFICATE

For successful use of the e-banking service for foreign and domestic payment transactions it is necessary
to install the CD certificate attached to the CD you were given by the Bank. Please follow the
instructions of the wizard and in a few simple steps the installations and adjustments necessary for
payment transactions through the e-banking service will be completed.

ATTENTION: for successful use of the e-banking service you need to have Internet Explorer installed on
your computer. If you don’t have Internet Explorer, please first install it and then continue with this e-

banking wizard.

1. Insert the CD in the CD reader of your computer

2. |If allowed on your computer the CD will activate the AutoRun, that is the welcome screen of the
wizard that will guide you through the process of installation and adjustments. If AutoRun is
blocked please open the CD folder and select setup.exe to launch the wizard.

3. The wizard begins with the installation of one of the main components — SB Xml Digital
Signature as shown below. The screen displays information about the necessary installation and
the next steps in the process. Please read through all the data before continuing with the
installation.

is SB Xml Digital Signature setup PZ|

Readme Information

Fleaze read the fallawing infarmation abaut the SB ml Digital Signature
carefully,

Impartant infarmation about SB ¥ml Digital Signature.

E-banking service
of Stopanska banka AD - Skopje

Information regarding the 2B Xml Digital Signature

Thank you far choosing the e-banking service of 5B for management of your
husziness and private finances.

The sewice was launched back in 2004, and the Bank is constantly improving
and madifying it according to the clients' growing needs.

IMPORTAMT: The e-banking payment service is functional solely on Internet
Explorer (IE) and if you wish to execute payments throuah it, please first install

IE anowanir caranntar and than cantinna swith tha achanblinn incstallatinn neinas anr

¢ Back ” M et > ‘[ Cancel
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4. The following screen displays information that all is ready for the next step and asks you to
continue the installation process.

! SB Xml Digital Signature setup

Ready to Install the Program

The Inztallation Wizard iz ready to inztall the SB <ml Digital Signature.

iou are now ready to inztall SB Xml Digital Signature.

Press the Mest buttan to begin the installation ar the Back button to re-enter the installation
infarmation.

[ < Back “ Mest > |[ Cancel ]

5. By agreeing and clicking on the “Next” button the installation process begins and the next
screen appears that completes the SB Xml Digital Signature component installation.

i_:gELSB Xml Digital Signature setup

Setup Status

Flease wait. SB *ml Digital Signature installation iz in progress.

If pou want to interupt installation process, press the Cancel button. But in this case cormect
working of the program is not guaranteed.

Cuztom zetting
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Parallel to this, information appears that in order to execute payments using the e-banking service on
your computer it is necessary to install the certificate that is provided to you on the CD.

If you are in agreement to install the CD certificate on your computer please select “YES” on the screen:

B Xml Digital Signature setup
Setup Status

Please wait. SB >ml Digital Signature installation is in progress.

[F pou want to interrupt installstion process, press the Cancel button, But in this case comect
working of the program is not guaranteed.

Custom setting

(

2 In order ko realize the payments using this computer, the system requires a certificate from the CO from Stopanska banka AD — Skopje to be installed. IF you
7 agree please follaw the steps fram the instructions For installation. Do you agree?

6. By accepting the installation process the next screen requires that you enter a password for CD
recovery that was provided to you by the Bank in a special envelope. After entering the correct
password select the “Install Certificate” button in order to finish the process.

Enter vour password For installation of the certificate, qiven by the Bank, . . "=
Importing a new private exchange key X

For Further security while using the e-banking service, vou will next be
asked to create a password of your own, which will be used during
payments with e-banking service when you will call upon the certificate
to sign your payment orders,

An application iz creating a Protected item.

For this purpose, after clicking “Install the software™, select EyptadFl Private Key

the option “Set Security Level” on the next window and then
select “"High™ and “MNext™.

Security level set to Medium St Securty Level...

The next window will ask vou to create the password For signing the :
[ oK | [ Cancel ] [ Dretails... J

payment orders in the field "Password” and ko confirm it in the field
“Caonfirm®,

IMPORTANT NOTICE: Please be advised to remember the password
that wou will create (write it down on a safe place), then click “Finish™,

Install Certificate

Cancel
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On the following screen you must adjust the security level on your computer which is recommended for
use of such digital certificates. Our recommendation is to select “Set Security Level” then select “High”

and click “Next”.
Install Certificate ﬁ

Enter vg —
Importing a new private exchange key [ZJ
o An application is creating a Protected item.
For Furh
passwo ol will
call upo
For this El"on
the nie CryptodPl Private Keyp
The ne hie Field
“Passw Security level set to Medium Set Security Level...j
IMPOR 0 (write
e [, 0K ,] [ Cancel ] [ Details... J
[ Install Certificate ] [_ Cancel J

cTajlauMja Ha ce prHiuKar

Importing a new private exchange key E|

|: Chooze a security level appropriate far thiz item.

i @ High p
E Reguest my permizzsion with a pagzword when this i
: itern iz to be used.

o () Medium

il Reguest my permizsion when thiz item iz o be used,

K

H
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K

H Back | Mewts | [ IZahced ]

H

[ MHCTanMpaj ro cepTHdHkaToT ][ OTEA%HK ]
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7. The following screen requires that you create a password you will use for signing all the future
transactions. Please enter this password under the field “Password” and then repeat it under
the field “Confirm”

ATTENTION: Make sure you remember this password (write it down somewhere safe) because you will
use it for each payment. Click “Finish” to end this step. This password should be different from the
password you use to log in to the e-banking service.

! Importing a new private exchange key EJ
Fil
|: Create a password to protect thiz item,
3 ]
c B
x
c
o Create a new pagsword for this item,
ni Password for: | CpptadPl Private Key |
K
H .
; Password: |uuuuuu |
o "

Confirrn: |o..oo..o..ool |
B
3
H ’ < Back ][ Firish l l Cancel ]
H

[ MHCTanupaj ro cepTHdmMEaToT l [ OTKaMH ]

8. By creating your password for signing payment orders through the e-banking service, the wizard
informs you that the installation and all the adjustments are successfully finished and that you
can access the service http://www.stb.com.mk/e-banking-page-new.nspx through the new SB

icon on your Desktop and start using the e-banking service to manage your finance.
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: SB Xmil Digital Signature setup
Setup Status

Flease wait. 5B x<ml Digital Signature inztallation is in progress.

If you want ko interrupt installation process, press the Cancel button. But in this case comect

Thank you For completing the installation, All settings for Internet Explorer on wour computer required For reading the installed certificate have been done, To assure that
the installation has been done successfully, please close all windows of Internet Explorer and log in to the e-banking service through the icon installed on your deskkop,

' SB Xml Digital Signature setup

Installation Complete

The Installation wWizard haz succeszsfully installed 5B Xml Digital Signature.

SB =l Digital Signature has been succeszsfully installed.
Press the Finizh button to exit Setup progran.

Of course, if you don’t want to have an Icon on the Desktop please feel free to delete it and access the
Bank web site through the Internet Explorer in the manner that best suits you.

For assistance and advice on how to use the e-banking service please follow this link.



